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Abstract—Wireless sensor networks (WSNs) are large col- behaviour from physical radio transmission, to network pro-
lections of resource limited nodes, densely deployed over a tocol behaviour, should be visible to the user. Ease of change
landscape. They gather and disseminate local data using multi- 415,y ysers to substitute their own models in order to obtain
hop broadcasting. WSN design and deployment is hampered by . . .
currently limited knowledge of the performance characteristics grgater accuracy, to simplify models Whgre appropriate, or
of network nodes and protocols. Their systematic development, tO introduce models based on new experimental results. We
thus, requires a flexible simulation environment in which new show that the object oriented design of the simulator supports
models of specific node or network behaviours can be integrated these goals. In particular, an event driven interface, the use

easily. This paper introduces a loosely coupled, object oriented of reflection, and the ability to dynamically load classes at
simulation environment for this task. The simulator is used . ! . . ;
runtime, make the simulator highly extensible.

to investigate the efficiency of flooding protocols in WSNs. For o .
dense networks with noisy transmission, we show that using low Another approach to perfor_mance 5_1”61')’_5'5 Is to |mp|§ment
transmission power maximises time and resource efficiency and a sensor network and experiment with different algorithms

that the scalability of flooding for large networks is excellent. on the physical system [8], [9], [10]. However, it is time
We demonstrate ways of improving flooding performance given  consyming and expensive to build applications and it is
specific deploymgnt constraints. ) difficult to isolate individual properties of an implementation
_KeyV\{ords—ereIes_s Sensor networks, Flooding protocols, order to compare different approaches. In particular, the
Simulation, Model validation. use of the nodes’ scarce resources of energy and storage for
collecting performance data may create a probe effect, giving
distorted data.
Sensor networks are a new class of multi-hop broadcastingThe main contributions of this paper are,
networks comprising thousands of low cost sensor nodes. the introduction of an extensible simulation framework
which sample real-time information across a landscape. In- and tool for wireless sensor networks:
formation is communicated from one sensor node to the next, an analysis of the effects of limited resources on flood-
using short range radio broadcasting. The new technology of ing performance: time and resource efficiency, robust-
wireless sensor networks enables novel experimental meth- ness and energy efficiency.
ods for environmental monitoring applications because the Section Il outlines the Boris simulation framework, and
relatively low cost of sensor nodes, and their wireless corsection 11l an instantiation of this framework for wireless
nection, means that properties such as temperature, moistWgnsor networks. In Section IV the effects of different
or light can be monitored at a finer grain (both in space angarameters on the performance efficiency of flooding is
time) than has previously been possible. analysed. Section V discusses the validation of the simulator
Traditionally, network designers utilise computer simulamodel against empirical data. Related work is discussed in

tions to predict and analyse behaviour. Several widely useskction VI and conclusions and future work in Section VII.
network simulators have been extended to model wireless

communication by radio broadcast [1], [2] and special pur-

pose simulators have been developed for wireless senddr Object Model

networks [3], [4], [5], [6]. However, the performance pre- The object model provided by the Boris simulation frame-
dictions of well known simulators have been shown to diffework is a shallow one which allows for maximum flexibility
widely [7], and there are few studies comparing simulatioand gives the developer a small hierarchy to learn. The
predictions with the observed performance of real network&amework itself provides one main clasSithulator )

In this paper we present a new simulator, designed spectfiat is responsible for the management of high level con-
ically for wireless sensor networks. Our main goals aré&rols of a simulation: starting, pausing and stopping, and
transparency and ease of change. Transparency means Hped. The simulator also provides an event and notifi-
the assumptions made in modelling each aspect of netwocktion model through th&imulationEvent class and

I. INTRODUCTION

Il. THE BORIS SIMULATION FRAMEWORK



T e file on the command line. Using Java system properties

pireless Sensor Network Stmulator makes configuration information available for simulator-wide
use through theSystem property methods. This allows
configuration information to be distributed with ease between
sub and peer classes. The use of system properties also
allows for simulator extensions to define and use their own
configuration keys and values.

D. Simulator Output

The Boris framework and WSN simulator generate output
files using the extensible markup language (XML). XML is
used because of its descriptive properties which allows for
all values to be given an immediately visible context, such
as whether an event happened whilst in the send or receive
phase. XML is also chosen for the ability to generically parse
and/or transform the output. The output can be parsed and
transformed by any valid XML parser or extensible stylesheet
language (XSL) transformer; all that is needed is the XML
Fig. 1. Boris screenshot showing a flood in progress schema. The parsing and transformation capabilities of XML
allow many different views of the data to be generated
relatively easily. The major disadvantage of using XML is the

SimulationListener interface. This model allows for size of an output file. For example the output files generated

e_xtensmns to be developegl that can s_|mply_plug In to ﬂ\?\ the experiments reported in this paper were in excess of
simulator and react according to any simulation events th?gur gigabytes

occur, such as the completion of a simulation cycle.
One of the benefits of Java, that the framework takes  post Processing Tools

advantage of, is reflection and the ability to dynamically load . ) ) )

classes at runtime. This means that classes can be developetf @ssist with the analysis of the output data the following

and then plugged in to the simulator simply by editing thd®0IS were developed. .

simulator’s configuration file, reducing development time be- 1) Output SummariserTo cope with the large amount of

cause the developer does not have to register newly develorfgﬂa that is generated from _mult|ple simulation runs, a small

classes anywhere or recompile any of the simulator's codEOl_ was created to summarise the data frqm the large output

base. If the new class inherits from the correct parent aritié into a smaller, more manageable XML file. The summary

compiles, then it can be used. consists of the minimum, maximum, average and standard
o deviation for each of the following variables: packets sent,
B. Visualisation packets received, packets processed, and packets dropped.

Visualising a simulation is achieved by taking advantage 2) XSL transformer:The Boris tools collection also in-
of event notifications provided by the Boris framework. Thesludes a command line XSL transformer which uses the XSL
framework provides a default graphical user interface (GUlyansformer that is built into the Java 2 SDK. This tool was
that controls the simulation being visualised, as well as afeveloped to transform the summarised data generated from
abstract class that developers should inherit from in ordeutput from the WSN simulator into files such as a comma
to enable their simulator visualisation class to be embeddeeparated list of values (for use in a spreadsheet program) or
in the Boris GUI [11]. The screenshot of Figure 1 shows format ready for plotting graphs.
the encapsulating generic frame consisting of a control panel
at the bottom and a menu at the top. The landscape antl. SIMULATING WIRELESSSENSORNETWORKS IN THE

information bar is provided by a WSN simulator visualisation BORIS FRAMEWORK
plug-in. Our wireless sensor network (WSN) simulator is a finite
C. Configuring Simulation Runs state machine model that has been implemented on top of

The simulator uses standard JaSgstem properties to the Boris framework. Each cycle in the WSN model consists

manage its configuration. The major benefit of using th@f three distinct phases:

Java properties API is its native support, which allows 1) Clear. Clears the signal state of the landscape,
configuration to be specified both in a default file and on 2) Send Processes all nodes waiting to send and

the command line (through use of the argument to java), = 3) Receive Processes all nodes waiting to receive a
Boris also supports the arbitrary inclusion of a properties packet.



« the current radio signal state for the location; one of:

Sender -
comersene % s 1) NQSIGNAL: if no signal is present.
% \% 2) GOOCBIGNAL: if the cell has a good signal.
Receiver — — — 3) BADSIGNAL: if the cell has a garbled signal.
The WSN model allows the size and dimension of the
1 simulaton cycle =~ 50 miliseconds landscape to be configured according to how wide and long

(in landscape cells) the landscape should be and what the
distance between cells should be. This allows flexibility in
the resolution of a landscape.

The simulator has been designed to allow for the possibil-
ity of extensions, including environmental phenomena such
as temperature or humidity (to be recorded by nodes) and
other phenomena that may interact with the radio transmis-
sion model.

Fig. 2. Events captured by a simulation cycle.

Netiode
(from ne

Landscape
(from net )

WirelessLandscape

RadioFootprint

Fig. 3. The WSN object model.
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Many algorithms have been proposed for calculating the
effect of a radio transmission in a landscape [12], [13], [10].
Some use advanced techniques such as ray-tracing [13] (an
extended application from graphics rendering) while others
use weighted link states [14], where each node is connected

The WSN simulator uses a coarse time scale of one packbtough a virtual wire, and that wire is weighted with a value
transmission interval. Figure 2 shows the events that areflecting the probability of reception. The disadvantages of
incorporated into one cycle of the WSN simulator. ray-tracing techniques are their complexity because intimate

The WSN simulator extends many of the classes providdthowledge of the environment is needed, and their execution
in thenet package of the Boris framework. An overview ofspeed. Link state techniques on the other hand are fast,
the object model and how everything fits together is shown ibut mobile nodes cause complications because of the effort
Figure 3 and further described in the following subsectionsequired to keep each node’s link weights up to date and
interaction with the nodes’ landscape is also complicated for
the same reasons. In our radio model a radio transmission

Each node in the network is a separate instance of the represented by eadio footprint When a node transmits
WirelessNode  class. This class encapsulates all of & packet, its radio signal propagates in all directions until
node’s operation, such as its routing capabilities and senlde signal fades away and disappears. A radio footprint
queue. The node only interacts with the landscape (s&ethe entire area covered by such a transmission, and is
Section IlI-B) through either itsend orreceive methods. generally thought to be roughly circular in shape, although
This partitioning reflects the real life interaction between @urrent studies [8], [10] show that this is not the case for
node and its landscape. the low power radio transceivers used in sensor network

In our model each node is identified by an integer addresgdes. The area covered by a radio transmission changes,
and a location, and is comprised of a router, which interfacesostly proportionally, with the amount of power used for
with the routing protocol (described in Section 1lI-G), athe transmission.
random number generator, which is used to calculate the The WSN simulator uses an abstract class to represent the
back-off, and a number of state variables that keep track éfotprint of a radio transmission. The class encapsulates a
how many packets have been received, sent and droppedtwo-dimensional array of the same scale, though not neces-
sarily size, as the parent landscape and is centered around the
transmitting node. Each cell in the footprint contains one of

Network nodes of a WSN reside in a physical landscapénree valuesNOISE, NO_SIGNAL, GOODSIGNAL indi-

The landscape in the WSN simulator is represented by eting the type of radio signal present at that cell position.
configurable two-dimensional grid déndscape cellsand A table of reception probabilities is used to generate a
is responsible for holding all network nodes as well agransmission footprint when a node wishes to send. For a
processing all transmissions and receptions. Each landscgfdgen distance from the sender, the table defines the average

A. Wireless Nodes

B. Landscape Model

cell is defined by the following data: percentage of packets which are received at this distance.
« its location, Table | shows the percentages used in this paper, which
« a reference to a network node if one is present, are derived from experiments using 110 Rene motes [15],

« a reference to a sent packet if one has been received,16]. The table covers reception at distances 1 to 12 cell



TABLE | TABLE Il

PERCENTAGE OFPACKETS RECEIVED VS DISTANCE FORDIFFERENT RADIO FOOTPRINTS IN A LANDSCAPE
TRANSMISSION POWERS Initial Landscape | Footprint Cell Final Landscape
NQSIGNAL NQSIGNAL NQSIGNAL
: : : NQSIGNAL GOOLBIGNAL GOOLBIGNAL
Distance | Very | Low | Medium | High | Very NOSIGNAL NOISE NOISE
(2 ftunit) | Low High NOISE any cell state NOISE
1] 0] 76 81] 82] 80 GOOIBIGNAL GOOIBIGNAL|NOISE | NOISE
2| 63] 71 77| 8] 78 GOOLBIGNAL NQSIGNAL GOOLBIGNAL
3 50 | 67 74 76 74
4 22| 54 66 68 68
5 5| 39 65 65 67
6 0| 20 60 58 65 . _ ) . .
7 0 5 78 76 56 The effect of these rules is that intersecting footprints will
8 0 2 31 32 45 collide where two good signals, or noise, are broadcast to the
13 8 2 1; 2; fg same cell. In Figure 1 dark cells show transmission noise and
11 0 o > 9 14 collisions, grey cells the good signal, and white cells contain
12 0 0 2 1 2 no signal. The position of network nodes is indicated by

a cross in a landscape cell. After each simulation cycle all
landscape cells are reset MQSIGNAL, representing the

] ] ] ] fading of radio signal from the landscape.
widths (each cell is 2 feet square) at five different power

settings. We have averaged a single percentage vs distarge,Media Access Control

but from the same data we could also derive, and plug . . .
into the simulator, a two dimensional model (percentage_AII networks with a shared medium, be it an Ethernet (the

of packets received at a given x,y offset from the sende 'rT‘? (|)r ﬁ ratd|0 nettyvorlt< (';he alrvytav.es),lthave a Fro%l]em W!th
to capture the isometry of footprints [17], or the mode uttipie hosts wanting to transmit simultaneously. the major

could include standard deviations as well as averages [18 oblrenm iinsf,flin? Lrton:]éms r::ont(tenélon ,'[f] thr‘? gi]errr:%tworrl;wnlf I
to capture the noisiness of radio transmission. We conjectu? come inetlicient and congested as the medium becomes Tu

that the slightly lower percentage of packets received useless traffic, the result of many transmissions colliding,

: : ; : d subsequently corrupting each other. In networks with a
small distances when using very high power over high pow&n . )
transmission is because high power radio signals tend %nared medium, hosts need a Media Access Control (MAC)

distort near to the transmitter. Consider a cell at IocatioHrOtOCOI to address th|§ issue of contention. The MAC.
(z,y), which is distancel from a sending node’s cell. We protocol makes the decision of when a node should transmit

choose a random number. If (r < probld]) then the a packet, to maximise the probability of the transmission
footprint cell at (z,y) has valueGOOLSIGNAL. If r > arriving intact at its dest|nz|it|r(1)n.' dinwirel K
prob[d] and (z,y) is close to the sender then the footprint A common MAC protocol that s used In wireless networks
cell at(z, y) has valueNOISE. If (+ > prob|d]) and(z,y) is is the Carrier Se_znse/MuItlpIe Access (CSMA) MAC protocol.
far from the sender, or outside the footprint range, then tHg the non-persistent CSMA protocol [18] used by the WSN
footprint cell at(z,y) has valueNQSIGNAL. In this paper simulator, a node that wants to transmit a packet first listens

close and far are defined in terms of a disk centred on tH8 S€€ if a t.rar)sm|.SS|0n signal (carrier) is present. If no

sender: within the disk, each cell that fails to receive a pack@fher traqsmlSSlon IS present then the node proceeds with
contains noise. Outside the disk, each cell that fails to recei\;_ré;\nsmls_smn otherwise the nodgacks-off for a random

a packet contains no signal, and thus is free to receive signg@e penod,_before repeating the_procgdure. Back-off 'S the
from other transmitting nodes. The disks have radii three gmount of time that the node will wait before attempting

eight for very low to very high power respectively. Further,to t?endd acgj]al;n. The b_ack—offbtirrlle ;fn tr:e WhSN _sircr;ulltgtog
work is needed to validate this model experimentally. Is bounded by a maximum back-off value that is define

at runtime. The effect of back-off on network behaviour is
D. Transmission Model explored in Section IV-C.

WSN nodes are autonomous and may send at any time.
The order in which nodes transmit is important as it affects’ Packet Model
which nodes can proceed, and which nodes must back off. The simulator framework provides two abstract classes
The set of nodes waiting to send are processed in randdacket and PacketHeader ) for the packet model.
order to model the non-determinism of autonomous nodes ithe WSN simulator extends these classes to create the
physical implementations. MediumPacket and DataPacket classes that are used

For each node in the landscape that wishes to send, a raétio network communication. The simulator does not use a
footprint is generated and combined with the current signdiyte level representation of a transmitted packet, rather these
state of the landscape according to the rules in Table Itlasses are instantiated and shared if necessary.



1) The Medium PacketThe medium packet is the ‘enve- boris.landscape.nodes.routingProtocol prop-
lope’ that each transmission is sent in. Each medium packetty. In the experiments reported in this paper a simple
has a header and contains a data packet. The header condisetsding protocolis used in which each node, with the
of the transmitting node’s address, the destination (next hopxception of the flood’s source node, performs the following
address and a unique packet identifier. A new medium packeisks. The source node starts at step 2, broadcasting a default
is instantiated for every transmission. flood message.

2) The Data PacketThe data packet consists of a header 1) wait to receive a packet

and a payload, and makes up the body of each data transp) Broadcast that packet as soon as the carrier is free
mission. The header used by the data packet includes the3) No further action

_?_?nStggt'ogcsgg ?fg]rci ngglfest’,sang %;;?ﬁ:}édii?g:ﬁ;t?;n‘mis flooding protocol uses no acknowledgements or colli-
yos p AP pay ion detection, but relies only on the redundancy inherent in

that is being transported, typically 30 bytes for TinyQ e protocol to ensure that as many nodes as possible receive
motes [10]. The classes used for the data packet and heager P y P

areDataPacket andDataHeader respectively. For each € flood,

new data packet that is introduced to the network an instanggﬁlsooc;d:‘negw\;zrﬁh%(S)igirf]or Orl(J)rtoScthdsyatrfC;us;?rhi![?v: l:\)/:: 'irlg:ﬁss
of DataPacket is created ' 9p P 9

block for many other protocols. In addition, the performance
G. Routing Protocol of this flooding protocol has been studied in an implemented

The aim of the WSN simulator is to model and simulate th¥VSN of 156 nodes [8], and so we are able to compare
behaviour of a wireless sensor network. The major parts gredicted performance with the observed performance of that
the simulation that define the behaviour of a wireless netwofketwork.
is the radio model and the protocols followed by each node.
Each node’s protocol is an algorithm which defines what
action to take whenever a packet is received or where to We have modelled wireless sensor networks in order to
direct a packet that needs to be sent. Routing protocols agealuate the impact of the limited resources of this type of
an important class of protocols which perform, in generahetwork on the performance of the network. In this section
one or more of the following actions after receiving a packetwe present results of a series of simulation experiments to

1) pass the packet to the node for further processing, measure the¢ime efficiencyresource efficiencynd robust-

2) forward the packet to the next hop in the path to it§iessof a simple flooding protocol in a dense sensor network.
destination or For the simple flooding protocol considered in this paper,

3) drop the packet if it is wayward or too old. every node receives and sends a packet exactly one time,
When forwarding a packet, the routing protocol is in charg@nd SO in our contexénergy efficiencis equal to robustness
of deciding the best way to reach a destination times transmission power. For the purpose of this experiment
In an abstract sense, as used by the WSN simulatd¥® de'fme the.s.e parameters as follows: . _
the routing protocol is only called when a packet is to be « Time Efficiency (cycles)is the amount of time that it
received or when a packet needs to be sent. The Boris takes for all nodes of a network to receive the flood

IV. PERFORMANCEANALYSIS OF FLOODING

framework provides an abstraRoutingProtocol class message (i.e. complete step 1 of the protocol). Where
consisting of two abstract methodsend( DataPacket fewer than 100% of nodes are reached by the flood,
) and receive( MediumPacket ) [11]. The send efficiency is calculated for reached nodes only.

method is called when a data packet needs to be sent and i3 Resource Efficiency (percentage)neasures how ef-
responsible for wrapping the given data packet in a medium ficiently the available network resources are used to
packet and adding it to the node’s send queue.r€heive deliver the flood message. It is defined as the ratio of
method is called whenever a packet is received from the the time taken for all nodes in the network to receive
landscape and is responsible for deciding on what action, the flood message, to the time taken for the protocol to
if any, to take. complete and all nodes to settle (i.e. complete step 2
The WSN simulator allocates a separate instance of a rout-  of the protocol). Where fewer than 100% of nodes are
ing protocol to each node present in the network. This allows reached by the flood, efficiency is calculated for reached
for the possibility of different nodes in a network using dif- nodes only.
ferent routing protocols. The generRoutingProtocol « Robustness (percentageis the percentage of nodes in
class also allows for developers to implement any other a landscape which receive the flood message.
protocols above the data link layer, and link them together . .
as they wish. A. Varying Transmission Power
The class to use for the routing protocol in a simulation The transmission power used by each node for forwarding
is defined in the configuration file as the value for thehe flood packet has a significant effect on the overall lifetime



TABLE Il

transmissions (71% vs 31%). The reason for this is because,
CONFIGURATION FOR POWER SETTING EXPERIMENTS

for the dense network topology tested, once the flood has
reached all nodes, there is a long settling period for high

P t Val . . ?
_Parameter [ Value | power floods in which nodes that have received, but not been

CONSTANTS . . L

Candscape size | 50 x 50 cells each 2 ft square able to transmit, complete their transmissions. The energy

Node topology 50 x 50 (1 node per cell) spent by nodes during this final settling period is wasted

Source Node (0.0) top left corner energy because the flood message has already propagated to

Simulation Runs | 100 runs per power setting I habl d
Maximum Backoff | 5 all reachable nodes.

Footprint Model Sparse with noise The total energy expended by network nodes is directly
VARIABLES i i i proportional to the transmission energy used by each node
Power Settings ?é?,;yvrg?;’lor\','vgh‘ medium since each node receives and transmits exactly once during
: the flood. Thus, the higher the transmission power, the greater
the total energy usage of the network.

The flooding protocol is not robust because some nodes
of the network, because each node in a WSN has a very link the network may never receive the flood message. This
ited energy budget. Using high transmission power, and thiggin occur if every time one or more of a node’s neighbours
using valuable energy, is only justified if it provides balancingransmit a packet, a collision or corrupted signal occurs at
performance improvements in the speed or robustness & receiving node’s cell. However, the robustness displayed
flooding. The aim of this experiment is to measure the effectsy each of the different power settings tested in this paper is
of using different transmission power settings on the overadver 99%. For lower power transmissions or less dense node
performance of a WSN. With the larger reach of a highopologies than those reported in this paper, robustness does
powered transmission it can be reasoned that reception of#l below 99%.
flood packet will be faster, but how long will the network be  Balancing time and resource efficiency against robustness,
busy reacting to the large amount of activity caused by manye choose to use medium transmission power in our remain-
nodes transmitting at high power? How does the performanggy flooding experiments.
of a flood using low powered transmissions compare with
transmissions of a higher power? B. Varying Landscape Size

The experiment will focus on five transmission power WSN applications currently deployed are relatively small,
settings: very high, high, medium, low and very low, whichusing no more than 100 nodes (e.g. 32 nodes are used at
correspond to RF transmission powers ranging from 3.25uWuck Island [9]), but the vision of sensor network designers
(very high) to 0.25 uW (very low)on a Rene mote [20] ass for networks of thousands of nodes, to be used to monitor
used in physical experiments [8]. agricultural, environmental or man-made landscapes. How do

The parameters used to configure the simulator for thgasic protocols, such as flooding, scale up in large networks?
power setting experiments are defined in Table Ill. Thes€he purpose of this experiment is to explore the effect of
parameters are used to simulate 100 flood runs for eadifferent network sizes on the performance of flooding. For
power setting. We report the average number of cycles takéme experiment, three network sizes are chosen: 169 nodes in
for 25%, 50%, 75%, 95% and 99% of the network nodes t03x13 cells, 2500 nodes in 50x50 cells and 10,000 nodes in
receive the flood and the number of cycles taken for 99% df00x100 cells. The same node density, of 1 node per 2 foot
the nodes to settle. Error bounds (2 standard deviations) arg 2 foot landscape cell, is used in all three settings. Table V
given in brackets for each reported cycle average. Robustnessws the parameters used to configure the simulator.
and, thus, energy efficiency were greater than 99% of nodesThe time efficiency and resource efficiency for each net-
reached, for all configurations tested, and so are not showrk size is shown in Table VI. Again, robustness, and thus
separately. energy efficiency, is above 99% for all configurations, and

First we consider time efficiency: how fast the floodso is not shown separately in the table.
spreads at different power levels. At higher transmission Interestingly, the flooding protocol scales very well be-
power, transmission footprints are larger and so, not surprisween network sizes for the dense networks tested here. On
ingly, the flood spreads more quickly to reach all nodes. Thaverage, the flood reaches all nodes in a similar number of
flood initially spreads quickly, but the rate slows dramaticallycycles for networks of 156 to 100000 nodes. However, the
at the end. Reaching the final 5% of nodes takes 15% of thariation in these measurements is much higher for smaller
total reception time for very low power to 34% of the totalnetworks. The overall time for nodes to complete the flood
reception time for very high power. is longer for the larger networks and thus resource efficiency

The disadvantage of large transmission footprints can be lower. Although the time to reach all nodes by flood is, in
seen in the final row of Table IV: flooding is much moreprinciple, proportional to the network diameter (i.e. apx 3,
efficient for very low power than for very high power 12, 24 transmissions for the networks tested), the broadcast




TABLE IV
TRANSMISSIONPOWER VS PERFORMANCE

Very Low Low Medium High Very High

Received 25%| 12.09 (1.44)| 7.62 (1.26)| 5.66 (1.03)| 5.53 (1.00) 5.14 (0.70)

Received 50%| 16.20 (1.60)| 10.15 (1.28)| 7.68 (1.05)| 7.55 (0.99) 7.15 (0.71)

Received 75%| 19.73 (1.81)| 12.93 (1.42)| 10.93 (1.10)| 10.85 (1.07)| 10.69 (1.19)

Received 95%)| 25.02 (1.92)| 19.87 (1.67)| 20.85 (2.07)| 21.12 (2.34)| 22.01 (2.27)

Received 99%| 29.52 (2.40)| 26.99 (2.52)| 31.64 (3.03)| 32.11 (3.91)| 34.20 (4.04)

Settled 99%| 41.37 (1.78)| 51.12 (1.63)| 89.96 (1.74)| 96.33 (2.00)| 111.42 (1.88)

Efficiency

Time E. (cycles)| 29.52 (2.40)| 26.99 (2.52)| 31.64 (3.03)| 32.11 (3.91)| 34.20 (4.04)

Resource E. (%) 71.36% 52.80% 35.17% 33.33% 30.69%
TABLE V TABLE VII

CONFIGURATION FOR LANDSCAPE SIZE EXPERIMENTS CONFIGURATION FOR MAXIMUM BACK -OFF EXPERIMENTS

Parameter

CONSTANTS
Source Node (0,0) top left corner

Simulation Runs 100 runs per landscape dimensi
Maximum Back-off | 5

Footprint Model Sparse with noise

Power Setting Medium

[ Value ] [ Parameter

CONSTANTS
Landscape size
Node topology
Source Node
Simulation Runs
Footprint Model

[ Value ]

50 x 50 cells each 2 ft square
2500 nodes, 1 per cell
(0,0) top left corner
100 runs per back-off
Sparse with noise

=}

VARIABLES Power Setting Medium
Landscape sizes 13 x 13, 50 x 50, 100 x 100 cell VARIABLES

each cell 2 ft square Maximum Back-offs| 0, 2, 5
Node topologies Square grids of

169, 2500, and 10000 nodes

TABLE VI TABLE VIl

NETWORK SIZE VS PERFORMANCE MAC LAYER MAX-BACKOFF VS PERFORMANCE

maxb=0 maxb=2 maxb=5
Network Size 156 nodes| 2500 nodes| 10000 nodes Received 25%| 5.65 (0.95)| 5.63 (0.97)| 5.57 (0.99)
Received 25%| 1.91 (0.57)| 5.59 (0.98)] 10.07 (0.88) Receiveg 50%  7.83 (0.98)| 7.83(0.90)| 7.66 (0.99)
Recobed S0 255 UY| 766 (000) Lasoaan | feemd o 23040 104 1001600
Received 75%  5.04 (2.21)| 10.84 (1.05)| 17.23 (1.12) Received 99%| 41.91 (4.05)| 38.21 (3.97)| 31.41 (3.02)
Received 95%| 17.25 (9.50)| 20.73 (1.96)| 26.95 (1.36) Settied 99%| 78.91 (1.33)| 82.21 (1.45)| 89.87 (1.78)
Received 99%)| 35.86 (15.35)| 31.36 (3.27)| 37.17 (1.70) Eficency | oo S
Settled 99%| 68.45 (4.35)| 89.92 (1.62)| 97.13 (1.34) Time E. (cycles)| 41.91 (4.05)| 38.21 (3.97)| 31.41 (3.02)
Efficiency Resource E. (%) 53.11% 46.48% 34.95%
Time E. (cycles)| 35.86 (15.35)| 31.36 (3.27)| 37.17 (1.70)
Resource E. (%) 52.39% 34.88% 38.27%

storm problem [21] appears to be more pronounced in smallenum back-off have little effect until 75% of nodes have
networks, and so, proportionally, flooding performs worst imeceived the flood. However, there are significant time and
small scale networks. resource efficiency differences. Resource efficiency decreases
as maximum back-off increases because the number of cycles
used to cover the final 5% is stretched when larger back-
The amount of time that a node backs off before attemptingffs are used. On the other hand, time efficiency improves
to send can have a significant effect on relieving networfor larger back-offs because contention is reduced while the
congestion and improving network throughput as a resullood message is propagating. Thus there are trade-offs to be
The aim of this experiment is to look at the performancenade in selecting the best performance based on these two
improvements possible in WSNs by adjusting MAC layeperformance indicators. Robustness is greater than 99% for
back-off. all levels; reducing contention by increasing back-off has a
As can be seen in Table VIII, different values of max-minimal effect on robustness for this network configuration.

C. Varying Maximum Back-off



D. Quantifying the Effect of Limited Resource simulator). For medium transmission power, considering 95%
Our goal is to analyse the effect of the limited resourcegf the network nodes, the error observed in experiments [8]

of a wireless sensor network on the performance of thit 18% for reception time and 4% for settling from 7
network. In this section, we consider the effect of limitedUNS With @ 156 node network. For the same results in

radio transmission resource at each node. We compare ffigiulation the error is 55% for reception time and 5% for
performance of the flooding algorithm using settling from 100 runs with a 169 node network. The small

. . . network is particularly unstable, with significant performance
s sparse footprintsas oceurs in actur?ll networks, with differences depending on the order in which nodes transmit,
¢ |d_ea||sed, dense footprintas used in many models of which may account for the larger errors measured in 100
wireless networks. simulation runs. The performance of larger networks is more
For comparison we chose dense footprints which reach expple.
actly the same number of cells as their (average) sparse coungr simulations use an average footprint for each power
terparts. For example, the medium sparse footprint reaCh%%tting, derived from Woo’s experimental data for 110 of
on average 113 cells, within an overall transmission radius @fe nodes used in the flooding experiments [15], [8]. Inter-
12 cells. Its corresponding dense footprint is a disk of radiLg,SﬂngW' for the same power setting, the footprint size of
6 cells with no noise. Table IX summarises the differences iggividual motes as observed in experiments [15] can vary
network performance for these two footprint models. At VeNYramatically. For example, averaging over the 110 motes
low and low powers, noisy footprints spread the flood fastefnose footprints were measured at medium power, the aver-
and settle faster, than flooding with an idealised, dense fooge number of footprint cells containing good signal is 113.
print. However, at medium, high and very high transmissiofne number of good cells in a full footprint was inferred from
power, noisy footprints are slower to spread the flood, anghe experimental data when the full footprint was not directly
slower to settle. Although the resource efficiency with noisyneasurable because it would fall outside the experiment’s
footprints is usually higher than with ideal footprints, thislandscape. At medium power, the worst performing node’s
only occurs because time efficiency is much lower, and so ﬂ?@otprint contains an average of 47 good cells. The best
overall performance of observed footprints is worse than fq§erforming node’s footprint contains an average of 297 good
idealised. That is, at low transmission powers, the resoureg|is. Obviously, using the average footprint for all nodes can
limitation of noisy footprints in wireless sensor networksye misleading. One solution is to build standard deviations
actually improves the performance of flooding, whilst at highntq the footprint calculation algorithm [10]. However, since
transmission power, this resource limitation leads to Worsge difference between footprints seems to be associated with
performance. particular mote hardware and position, rather than simply
noisiness in each mote’s performance, that solution does not
adequately capture the diversity of node performance. Further
) ) ) ) work is needed to resolve this issue. Node diversity may turn
In this section we compare our simulation results 0By to be much less significant for the more reliable radio

the performance of flooding in WSNs with those with anarqware in current generation Mica 2 motes [20], [17].
empirical study of flooding in a 156 node sensor network [8].

These two studies have similar findings: VI. RELATED WORK

« As transmission power increases from very low to Qur simulation experiments were motivated by a recent
very high, time efficiencyincreases too. Equivalently, empirical study of the performance of flooding protocols in
reception latencyncreases [8]. wireless sensor networks [8], [15]. This study used a sensor

« As transmission power increases from very low thetwork consisting of 156 Berkeley motes [20] placed in
very high, resource efficiencyfalls. Equivalently, as g regular grid pattern in a 26 foot by 26 foot landscape.
transmission power increases the percentagesefess Each node in the network, in turn, transmitted 20 packets
retransmissiongises [8]. Efficiency falls from around at different transmit power settings. The number of these
70% to 30% in both studies. packets received by each surrounding node is recorded [15].

« Robustness is over 99%, but not 100%, for a densg a second experiment, a flood is initiated from a node in
network topology of 1 node per 2ft by 2ft cell for all the middle of the base of this grid, and each node recorded
transmission powers. The percentage of nodes whiGs transmission and reception of messages during the flood.
received the flood is not reported in the empiricalysing raw data from the footprint experiment [15], we can
study [8] but was most likely 100% for the 4 to 7 runsestimate the probability of reception given distance and
observed at each power setting. direction from the source. We used these probabilities in our

However, there are also some differences between tlsemulation experiments to define transmission footprints. We

results, for example in the 95% confidence intervals foalso used the same network topology, transmission powers,
timing (in milliseconds in Ganesagt al. and cycles for the and flooding protocol as the empirical study.

V. VALIDATION OF THE SIMULATOR MODEL AGAINST
EMPIRICAL DATA



TABLE IX

PERFORMANCE COMPARISON OFIDEAL VS OBSERVED FOOTPRINTS

Very low Low | Medium High | Very high

Ideal | Time efficiency (cycles) 39.93 27.34 21.27 21.41 20.17
Dense Cycles to finish 50.64 51.79 78.09 82.88 95.68
Footprint Resource efficiency 78.85% | 52.79% | 27.24% | 25.83% 21.08%
Observed| Time efficiency (cycles) 29.52 26.99 31.64 32.11 34.20
Sparse Cycles to finish 41.37 51.12 89.96 96.33 111.42
Footprint Resource efficiency 71.36% | 52.80% | 35.17% | 33.33% 30.69%

As well as empirical results, there are several analytical Our simulation experiments support the following observa-
studies of flooding algorithms relevant to our investigationtions on the impact of limited resources on the performance
A study of thebroadcast stornproblem for ad hoc networks, of flooding in a wireless sensor network:

of which sensor networks are an example, is presented by Ni
et al together with several variations on the basic flooding
protocol [21]. Geometric analysis is used to investigate
broadcast redundancy, contention and collisions, and simu-
lation to analyse the performance of flooding in a network
of mobile nodes with different node densities. A study by
Sasson et al [22] investigates probabilistic flooding, looking
for phase transitions, again using an ideal circular broadcast
footprint. A simulation model for wireless sensor networks
which incorporates a noisy footprint model is presented in [6]
and used to analyse the performance of protocols such as
flooding in wireless sensor networks. The simulator searches
for configurations which optimise certain properties, such as
maximising reliability whilst minimising consumed power.
Analytical methods based on differential equations have been
used to create epidemiological models for the spread of *
disease and such models can also be used to analyse flooding
algorithms [23]. As in the broadcast storm study, a circular
transmission footprint is assumed and different densities of
network nodes are considered. In addition, nodes are mobile,
and follow a random movement model. The epidemic model
describes thenfection of all nodes, which is comparable
to time efficiency in this paper. However, it does not allow
the protocol followed by the nodes to be changed, different
transmission footprints to be used, nor does it allow the
measurement of settling time.

Woo, Tong and Culler [10] investigate the performance of *
routing protocols, including flooding, using a Matlab simula-
tor which takes into account footprint noise in a similar way
to our model, and also using a 50 node experimental network.
However, they compare the performance of different routing
protocols in the same WSN setting, whereas we examine the
effects on performance of underlying characteristics such as
landscape size, transmission power and MAC layer constants.

VIl. CONCLUSIONS

Low power transmissions have the best time and re-
source efficiency for the dense network topology we
simulated. They are also the most energy efficient for
the network as a whole and for each individual node.

« The flooding algorithm has excellent scaling properties

for large networks. Most activity occurs in parallel, and
the only bottle-necks are local effects where network
nodes in the same transmission neighbourhood must
wait for others to transmit before they can obtain the
broadcast medium. The performance of large networks
is more stable than that of small networks. For example,
the number of cycles for 95% reception time has errors
of 5% to 9% for large networks as opposed to 55% for
a small network.

The performance of flooding algorithms is readily
tunable, even given a fixed node topology, because
variables such as transmission power and MAC layer
backoff are all accessible to the developer. We have
shown that the adjustment of maximum backoff, for
example, can be used to improve protocol performance.

o The flooding protocol is over 99% robust in dense

networks for all configurations tested. This is despite the
noisiness of low power radio footprints, and the high

probability of collisions between competing transmis-

sions from overlapping footprints.

The resource limitation of noisy footprints vs idealised

dense footprints in wireless sensor networks has a
significant impact on performance. At very low trans-

mission power, noisy footprints actually improve the

performance of flooding, whilst at all other transmis-

sion powers, this resource limitation leads to worse
performance that with idealised footprints. This result

demonstrates that simulation experiments for investigat-
ing performance should take into account the observed
transmission footprints of motes and not rely on ide-

alised transmission models.

We have presented an object oriented simulation frame- Our study has highlighted several areas for further work.
work, Boris, and described its instantiation as a wirelesghere is clearly a need for more empirical data from sensor
sensor network simulator. network applications in order to develop accurate models of



different aspects of network performance, and so to establish

a systematic basis for protocol design and deployment.

We also plan to add classes to the simulator to mod§l2]
the energy available to each sensor node, to model envi-
ronmental factors such as the behaviour of the environment
being sensed, and to investigate higher level protocols (than

flooding) such as energy aware routing protocols.
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