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B Control Panel

Windows Components
YY'ou can add or remove. components of YWindows,

@

component, click the checkbox. 4 shaded box means that only
ent will be installed. To see what's included in & componerit, click

167 MB 3

[ [BA Certificate Services
Il %_ﬂ_i;_frihl_ll‘?;d Filr Sustem

211 MB

e Details...
126501 MB '

< Back.
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Used

| .ﬁemcwe\-l

Ta add or remove & companert, click the check b ded box me
ofthe component will be instaled. To see what's included in 4 somponent. click Detals.

O @Active Diirectary Federation Services [A0FS)
Identity Management for LM

_aTaskbar and Stat... Customize the Start. ..
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ctive Directory Users and Coniputers

2 W= R =N dninistrator Properties _",?_[_B_KJ

i | -|_| & B, | 2 blember OF I Dialin | ‘Environment [ Sessions

@ Active Directory Users and Com | General | ﬁﬂdraﬁ | Account I Profle | Telephones | Organization
Saved Queries Remote contral | Terminal Services Profile I COM+ NI Atributes
=2 csse.sso.edu.au ;

Ta ehable access to this user for LINIX clients; you will have to specify the:
MI5 domain this user | Esiongs ta,

pecount for admiri,
|5 of this group are...
niniskratars Group

Ants who are permi...
Abed adminiskrators..,

‘stations and serve..,
“pin controllers in th..,
i in quesks

“Bin users

Logini Shell: — |/5insh

ted administrators., ..
_ |5 in this group can...
%ﬁ;‘;m  [Premettdiistater hccount For guest ...
' £ b the Help and Su...
in this group can ...
Primary graip: : {ted administrators. .,
name/GID; I vendor's account ...
|5 of this group ha..,

% t14am

Elvmware:
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@ Active Directory Users and Com
-2 Saved Queties
El@ csse.s50.edu.au
B[220 Builkin
ezl Computers
EI@] Domain Controllers GID [Group 1D}
-] ForsignsecuribyPrincipal
25 Lsers Members: s of this group are...
: i iristrators Group

To =
HIS

hccount for admini. . .

nts who are permi. ..
ted administrators. ..
“ktations and serve...
~gin contrallers in th...
Bin guests

bin users:

ted administrators. ..
{5 in this group can, .,

“hocount For guest ..
br the Help and 5u, ..
in this group can ...
red administrataors. ..
d | wendor's account ..
I- s of this group ha...
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dn: CN=AD Test via NFS,CN=Users,DC=csse,DC=sso,DC=e du,DC=au
objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: user

cn: AD Test via NFS

sn: Test

givenName: AD

distinguishedName: CN=AD Test via NFS,CN=Users,DC=c sse,DC=ss0,DC=edu,DC=au
instanceType: 4

whenCreated: 20091105080301.0Z

whenChanged: 20091118032846.0Z

displayName: AD Test via Unix NFS

uSNCreated: 49191

uSNChanged: 90146

name: AD Test via NFS

objectGUID:: mZ8e9F/ABOSpBWCEjmlc6g==

userAccountControl: 512

badPwdCount: 0

codePage: 0

countryCode: 0

homeDirectory: \\fc10nfs.csse.sso.edu.au\adtestnfs

homeDrive: Z:

badPasswordTime: 129023211758906250

lastLogoff: 0

lastLogon: 129023769793437500

pwdLastSet: 129023211294062500

primaryGrouplD: 513

profilePath: \fc10nfs.csse.sso.edu.au\adtestnfs\pr ofile.usr
objectSid:: AQUAAAAAAAUVAAAAQWT75C5ApCXTAXxHWRWAQAAA=
accountExpires: 9223372036854775807

logonCount: 24

sAMAccountName: adtestnfs

sAMAccountType: 805306368

userPrincipalName: adtestnfs@csse.sso.edu.au

objectCategory:
CN=Person,CN=Schema,CN=Configuration,DC=csse,DC=ss0 ,DC=edu,DC=
au

unixUserPassword: ABCD!efgh12345$67890

uid: adtestnfs

msSFU30Name: adtestnfs

msSFU30NisDomain: csse

uidNumber: 10000

gidNumber: 99000

unixHomeDirectory: /Thome/CSSE/adtestnfs/linux

loginShell: /bin/zsh

# refldap://ForestDnsZones.csse.sso.edu.au/DC=Fores tDnsZones,DC=csse,DC=ss0,D
C=edu,DC=au

# refldap://DomainDnsZones.csse.sso.edu.au/DC=Domai nDnsZones,DC=csse,DC=ss0,D
C=edu,DC=au

# refldap://csse.sso.edu.au/CN=Configuration,DC=css e,DC=ss0,DC=edu,DC=au
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#/etc/ldap.conf

uri Idap://win2k3r2.csse.sso.edu.au:389
base dc=csse,dc=sso,dc=edu,dc=au
Idap_version 3

ssl no

* n n 11}
1'J J O5"7K 1 1.J O .06 % N 9. H$
# | I *
I'H H< A )3l A 3; H*M N N N N MH
M5"7K '  MH M M M6 % 1 N 9M H$
1 ) * n n I "



#/etc/ldap.conf

uri Idap://win2k3r2.csse.sso.edu.au:389
base dc=csse,dc=sso,dc=edu,dc=au
Idap_versiob 3

ssl no

#Shouln't be using administrator should create gues
#Doing this as test purposes

base cn=Users,dc=csse,dc=sso,dc=edu,dc=au

binddn cn=administrator,cn=Users,dc=csse,dc=sso,dc=
bindpw ADtesting2009

scope sub

timelimit 30

#New Style Binding

#1f not sure do a list of the attributes then you ¢

#ie do a full listing of Idapsearch then manually m
#ldapsearch -D "cn=administrator,cn=Users,dc=csse,d
"sAMAccountName=adtestnfs" -x
nss_map_objectclass posixAccount user
nss_map_objectclass shadowAccount user
nss_map_objectclass posixGroup group
nss_map_attribute homedirectory unixHomeDirectory

#0Id Stype Mappings MS SFU Unix tools
#nss_base_passwd cn=Users,dc=csse,dc=ss0,dc=edu,dc=
#nss_base_shadow cn=Users,dc=csse,dc=ss0,dc=edu,dc=
#nss_base_group cn=Users,dc=csse,dc=sso,dc=edu,dc=a
#nss_map_objectclass posixAccount user
#nss_map_objectclass shadowAccount user
#nss_map_attribute uid sAMAccountName
#nss_map_attribute uidNumber msSFU30UidNumber
#nss_map_attribute gidNumber msSFU30GidNumber
#nss_map_attribute loginshell msSFU30LoginShell
#nss_map_attribute gecos name

#nss_map_attribute userPassword msSFU30Password
#nss_map_attribute homedirectory msSFU30Homedirecto
#nss_map_objectclass posixGroup Group
#nss_map_attribute uniqgueMember msSFU30PosixMember
#nss_map_attribute cn cn

#pam_login_attribute sAMAccountName

#pam_filter objectclass=user

#pam_member_attribute msSFU30PosixMember
#pam_groupdn cn=unixusergroup,dc=csse,dc=sso,dc=edu
#pam_password ad

t account for bind

edu,dc=au

an manually remap values
ap values over if needed.
c=sso,dc=edu,dc=au" -W

au?sub
au?sub
u?sub

ry

,dc=au

)
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# letc/nsswitch.conf

# An example Name Service Switch config file. This
# sorted with the most-used services at the beginni
#

# The entry [NOTFOUND=return]' means that the sear
# entry should stop if the search in the previous e

# up nothing. Note that if the search failed due to

# (like no NIS server responding) then the search ¢
# next entry.

#

# Legal entries are:

nisplus or nis+ Use NIS+ (NIS version 3)

nis or yp Use NIS (NIS version 2), also called Y
dns Use DNS (Domain Name Service)
files Use the local files

db Use the local database (.db) files
compat Use NIS on compat mode
hesiod Use Hesiod for user lookups

[NOTFOUND=return] Stop searching if not found so

HHHHHHHHH R

# To use db, put the "db" in front of "files" for e
# looked up first in the databases

#

# Example:

#passwd: db files nisplus nis
#shadow: db files nisplus nis
#group:  db files nisplus nis
passwd: files Idap
shadow: files Idap
group: files Idap
#hosts:  db files nisplus nis dns
hosts:  files wins dns

# Example - obey only what nisplus tells us...

#services: nisplus [NOTFOUND-=return] files
#networks: nisplus [NOTFOUND-=return] files
#protocols: nisplus [NOTFOUND-=return] files

#rpc: nisplus [NOTFOUND-=return] files
#ethers:  nisplus [NOTFOUND-=return] files
#netmasks: nisplus [NOTFOUND-=return] files

bootparams: nisplus [NOTFOUND-=return] files

ethers: files
netmasks: files
networks: files
protocols: files
rpc: files

services: files

netgroup: files Idap
publickey: nisplus
automount: files ldap
aliases: files Idap

file should be
ng.

ch for an

ntry turned

some other reason
ontinues with the

far

ntries you want to be
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#%PAM-1.0
# This file is auto-generated.
# User changes will be destroyed the next time auth config is run.
auth required  pam_env.so
auth sufficient pam_unix.so nullok try_fi rst_pass
auth requisite  pam_succeed_if.so uid >= 500 quiet
auth sufficient pam_ldap.so use_first_pas s
auth required  pam_deny.so
account required  pam_unix.so broken_shadow
account sufficient pam_localuser.so
account sufficient pam_succeed_if.so uid <5 00 quiet
account [default=bad success=ok user_unknown=ig nore] pam_ldap.so
account required pam_permit.so
password requisite  pam_cracklib.so try_first _pass retry=3
password sufficient pam_unix.so md5 shadow nu llok try_first_pass

use_authtok
password sufficient pam_ldap.so use_authtok
password required pam_deny.so

session optional  pam_keyinit.so revoke

session required  pam_limits.so

session  [success=1 default=ignore] pam_succeed_ if.so service in crond
quiet use_uid

session required  pam_unix.so

session optional pam_ldap.so
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[logging]

default = FILE:/var/log/krb5libs.log
kdc = FILE:/var/log/krb5kdc.log
admin_server = FILE:/var/log/kadmind.log

[libdefaults]

default_realm = CSSE.SSO.EDU.AU
dns_lookup_realm = true
dns_lookup_kdc = true
ticket_lifetime = 24h

forwardable = yes

[realms]

CSSE.SSO.EDU.AU ={

kdc = win2k3r2.csse.sso.edu.au
admin_server = win2k3r2.csse.sso.edu.au
default_domain = CSSE.SSO.EDU.AU

}
[domain_realm]

csse.sso.edu.au = CSSE.SSO.EDU.AU
.csse.sso.edu.au = CSSE.SSO.EDU.AU

[appdefaults]

pam = {
debug = false
ticket_lifetime = 36000
renew_lifetime = 36000
forwardable = true
krb4_convert = false

}

* "
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nio%
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kinit
Klist
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administrator@CSSE.SSO.EDU.AU
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Figure 9: Kerberos Ticket from AD server
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*snip*

[global]
#--authconfig--start-line--

# Generated by authconfig on 2009/10/31 21:45:35
# DO NOT EDIT THIS SECTION (delimited by --start-i
# Any modification may be deleted or altered by aut

workgroup = CSSE

password server = win2k3r2.csse.sso.edu.au
realm = CSSE.SSO.EDU.AU

security = ads

log level =1

syslog =0

log file=/var/log/samba/%m

#Not Used -> Winbind Specifics
#allow trusted domains = No

#idmap backend = idmap_rid:CSSE=16777216-3355443

#idmap uid = 16777216-33554431

#idmap gid = 16777216-33554431

#template shell = /bin/zsh

#winbind use default domain = true

#winbind offline logon = false

#winbind enum groups and users should be disable
#winbind enum groups = yes

#winbind enum users = yes

#Ashley Personal Configuration files for home areas
#Winbind Specifics directives doesn’t work if you n
#No default homedir value specified, the default ar

#Specifiy home area to separate Linux and Windows a

#where %U = username, %D = domain, %G is group
# Ihome/CSSE/%U/profile.usr -> Linux Profile Area
# Ihome/CSSE/%U/linux -> Linux Home Area

# template homedir
# Unhash below for linux server for cifs/nfs linux
# Winbind Specifics directives doesn’t work if you

ne--/--end-line--)
hconfig in future

d with large ADs

ot using Winbind
ea is /home/%D/%U
reaie

server
not enabled Winbind



# Export User root home area
template homedir = /home/CSSE/%U

# Unhash below for linux client nfs home

# Winbind Specifics directives doesn’t work if you not enabled Winbind
# Separate Windows / Linux area ie %U/profile.usr a nd %U/linux

# template homedir /home/CSSE/%U/linux

#--authconfig--end-line--

*snip*
[homes]
comment = Home Directories
browseable = no
writable = yes
create mode = 0664
directory mode = 0775
; valid users = %S
; valid users = MYDOMAIN\%S

+ ! # * mw "o
! ¥ -8 $
@ ) F GF G F template homedir” [
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#Export /storage/CSSE to all of 192.168.1.xxx
/storage/CSSE 192.168.1.0(rw,sync)
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#
# letc/fstab

# Created by anaconda on Fri Dec 5 06:59:07 2008
#

# Accessible filesystems, by reference, are maintai
# See man pages fstab(5), findfs(8), mount(8) and/o
#

/dev/sda2 / ext
tmpfs /dev/ishm tmp
devpts /dev/pts dev
sysfs Isys sys
proc /proc pro
/dev/sdal swap swa

# Specific NFS Mounts

fclOnfs.csse.sso.edu.au:/storage/CSSE ~ /home/CSSE  nf

+2 1 I+
12!! II! n n

ned under '/dev/disk’
r vol_id(8) for more info

3 defaults 11
fs defaults 00
pts gid=5,mode=620 00
fs defaults 00
c defaults 00
p defaults 00

S rw,bg,hard,intr

5+2'

00



1] ! ?*II!+



21 ?A



gty L

(--1" o
[ HI5 ! - HI1 H5
5 ) HI1T )+ "
/I F v 0, 5)5 G
= 5) !5 11 8 5)
F GI!F
n ! I
4 *
? # * 5+
4" ) I
oo+ " !
I HI KK 9 )
+" ) !
T *U oo
"l KK"
I T woon

"1 #
I# > 1 !
)5
G7 ! )
2|
"ol 5+2' |
" 6 ! I HI
T U
| )y 1ox



1"$

"I$/ 0)L. "

+ . * &( 4+ *
% &( ) " 8 !
, 7$ $ H

+ % & "
" ! ! "

5+2' | ) # 5

<!

P rPrr 8

*9

F5

% < HlI HI HI !

5 )1 *

5) *$"IF 1 1G *
) Lo

21! 12l Il

5 1+ F $G

5 ) no &

I 17% ! + F 15 "I
F DI * G F%DG
F F* 0G !

106 Fo% + '* G F% /+
1* G1 ) oo

! ! + )

F K Il G + ) F

"G

5 )* I N 11 I' N

5IN5 I 5N 5N 5N 5N LM

F "1 G F "I5 G*

1" %

| |
ALHI KK" " K

# 108
g " I 1
) #  #])
! ! -
) b
61 ! *olx o
I x o
!
F G
! ) G
) Froo
17$ ! )
I*G F% ! /+
$ + [+
I *F K G
"
I's T&N
) *$n
"y ) * ok
!
!



+* ! n ! ! n
+. !* * |
I R R

# Hl ! OK!" o

$HI ! K $

% &(HI !

+II ! !
n n 5+2 )

mactest% pwd
INetwork/Servers/fc10nfs.csse.sso.edu.au/adtest
mactest% whoami

adtest

mactest% mount

/dev/disk0s2 on / (hfs, local, journaled)

devfs on /dev (devfs, local)

fdesc on /dev (fdesc, union)

map -hosts on /net (autofs, automounted)

map -static on /home/honours (autofs, automounted)
map -static on /home/staff (autofs, automounted)
map -static on /cslinux (autofs, automounted)
/dev/diskOs4 on /Volumes/Untitled (ntfs, local, rea
map -fstab on /Network/Servers (autofs, automounted
trigger on /Network/Servers/fc10nfs.csse.sso.edu.au
automounted)
/ladtest@fc10nfs.csse.sso.edu.au/adtestnfs on
INetwork/Servers/fc10nfs.csse.sso.edu.au/adtest (sm
automounted, mounted by adtest)

$ $ *
! ! 12 !
n ) + n

d-only, noowners)

)

/adtest (autofs,

bfs, nodev, nosuid,



