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Abstract—User requirements for sensor network applications existing spatial and temporal modal logi&tuation detection
can be expressed as spatial and temporal constraints on the eventsprotocolsare sensor network programs for identifying when a
observed by sensor network nodes. In this paper a novel logic gjyation has occurred. We are working towards a requirements
is introduced for expressing such sensor network requirements. loai d detecti tocols that sh del si th
The bi-modal requirements logic is based on timed propositional 0gic an ,e ection pro 0(_;0 S that s are_a_mo el, S"m,ce .en
tempora| |OgiC and a One_hop Spatia| modal |Ogic_ The |Ogic is we can Venfy that a detection prOtOCO| satisfies users’ situation
used for expressing sensor network requirements, called spatial- requirements.
temporal situations. In order to detect the occurrence of spatial- There are many advantages to the logic-based approach for

temporal situations in a sensor network, we also propose imple- 4 amming sensor networks that are not provided by existing
mentation protocols that run on sensor nodes, filtering events . . S
imperative language solutions:

and searching for required properties. The feasibility of spatial-
temporal situations and situation detection for sensor network o our situation requirements logic and situation detection
programming is illustrated by two examples: a temporal situation protocols address both temporal and spatial aspects of
for recognising the occurrence of an explosion, and a spatial sensor network requirements, where existing languages
situation for detecting contours in a sensor node field.
address only one aspect;
o We can often take situation requirements formulae di-
I. INTRODUCTION rectly from users’ stated goals for sensor network be-

. . haviour and so can more easily see the correctness of
Wireless sensor network technology promises systems of requirements;

thousands of low power, low cost, wireless nodes that can, sjtyation detection protocols can be verified to check for
monitor and act upon their environment, be it a natural gesjred properties;

landscape or agricultural setting, factory, warehouse, home, sijtyation requirements can be used as a basis for synthe-
or hospital. However, realising systems that meet this promise sizing a system to meet a given specification.
is currently constrained by the lack of an effective method The main contribution of this paper is a framework for

f(.)r programming large scale sensor networks. There 'S situation programming in sensor networks. A new logic, timed
significant gap between the goals of sensor network use

S tSal-time temporal logic (TRTL), a variant of timed proposi-
and the realisation of those goals as sensor network progral al temporal logic (TPTL), is used for expressitggnporal
Current_r_nethod; fqr programming sensor netv_vorks are ba%%ation requirements. A combination logic using TRTL and
on traditional dlstrlbgted systems paradigms: a netvyork Is ne-hop spatial logic is used to expregsmtial situation
programmeql (o provide a genergl purpose d_ata Iog_gmg Fuirements. Situation detectigurotocols are specified in
data collection system, and off-line support is provided f eudo-code
the analysis of gathered data [11]. But this per-node approdc i

is 100 low level for the convenient development of sensor net. e illustrate the effectiveness of this framework with two
! W eV ven velop amples from the literature: a temporal situation for recog-

work programs, and as a consequence, such sensor netwg%ﬁ]g the occurrence of an explosion [20], [21], and a spatial

ffer from inefficienci nd failur function correctly. .. = . .
suner fro etliciencies, a d fa 'u e.to unction correctly ituatlon for detecting contours in a sensor landscape [42].
If, instead, we consider a user’s view of a sensor network,

we find goals based on temporal and spatial requirements. For
example, a typical user requirement is “if chemical levels or
temperatures exceed safe thresholds for at least 30 percerithere have been a number of high level programming
of available measurements in room 1.20 within a period @fimitives proposed for sensor networks including temporal
15 minutes, then activate the extraction fan and sound situations [20], abstract regions [42], [25], abstract channels
alarm for that room”. This type of requirement goal capturdg1l], data base abstractions [27] and virtual machine program-
both spatial (e.g. in room 1.20) and temporal (e.g. withiming languages [22], [41]. SENSID is a middleware system
15 minutes) constraintsSituation requirementslefine user for programming temporal situations on sensor network nodes
goals in terms of temporal and spatial constraints on tfi20]. EnviroSuite [25] provides an object-oriented model that
events observed by sensor network nodes. We introduce a riam encode spatial abstractions on events within a group of
logic for expressing situation requirements, that is based oondes. Abstract regions provides an interface for programming
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spatial requirements. Kairos is a global macroprogrammimgtributes. For example, a high temperature event occurs when
model for sensor networks [16]. Kairos provides abstraeny reading is above 37 degrees. A reading of 40 degrees
tions for node lists, neighbour lists and remote data acce3slsius, observed at 1300 hours, is represented by event
for shared variables. A rule-based language provides statiith e.type = hightemp, e.time = 1300, ande.value = 40.
scheduling of periodic tasks, and a channel abstraction fbine transmission or reception of a radio packet is also a type
shared variable communication [41]. Each of these techniquafsevent.
focus on protocol implementation issues; they have limited A situationis a pattern on a set of events. Situations, first
support for defining requirements. Further, existing languagesfined for active databases [1], provide a natural way for
support either temporal or spatial situations but not bothensor network users to describe their goals [20]. For example,
Our framework addresses the problem of expressing situatitan least 50% of nodes in a given region detect temperature
requirements in a logic, and implementing protocols thabove a threshold”, or “within a period of 12 hours, soil
satisfy both temporal and spatial aspects of users’ goals favisture decreases and no rainfall events are detected”.
sensor network programs. Situation requirementslefine patterns on sets of events;
Temporal logic has long been one of the most populéiey can be defined formally using a combined temporal
methods of presenting formal specifications for computing apnd spatial logic. The neighbour relation, defined by wireless
plications including hardware, software, communication priroadcast messages for communication between sensor nodes,
tocols, distributed systems, databases and multi-agent syst@&@neepresented by the next node operator of spatial logic .
[5], [28]. The original applications were for simple step-byTemporal relationships between events, both packet reception
step computations and work with a propositional linear timand sensor readings, are specified using temporal logic clocks.
temporal logic (PLTL) over a countable discrete model of tim8ituation detection protocolare the programs executed on
0,1, 2,.... [33]. Sensor network applications, however, typicalyach node in the network in order to recognise and report
interact with continuous-valued environments and have a large occurrence of a given situation. The following sections
and indefinite number of nodes working in parallel. For sualfescribe our combined temporal spatial logic for situation
systems, real-time models of time are more appropriate [18quirements, and implementations of detection protocols.
[9]. In (propositional) real-time temporal logic [36] we assume
that each of a set of atomic propositions is true or false at each
point of a dense linear flow of time (such as the real numbers
or rationals). Fortunately, recent advances [38] show that real-Situations generally involve a combination of spatial and
time is no more difficult to reason with than discrete time. temporal aspects. We first look just at the temporal aspect.
As in many other applications of complex systems from
safety critical systems [31] to multimedia specifications [8], o
timing or metric considerations are important in sensor nét: Témporal Situations
work specifications. A good account of this so-called real-time In specifying temporal behaviour, there is a variety of
logic area appears in [3] and more recent work is reported filymalisms including a wide variety of temporal logics. The
[17], [26], [7]. The formulaG_(z.p — F(¢ A« < 1)) of the more expressive logics tend to be less amenable to human or
logic TPTL [3], for example, can express that evergtate is  automated reasoning as they may have undecidable decision
followed by ag-state in at most one unit of time. problems or be unaxiomatizable. As many typical sensor spec-
Combinations of temporal logic with other modal logicsfications involve specific durations, a reasonably expressive
such as deontic and epistemic logic have been used success-manageable approach here is to use propositional metric
fully in a wide variety of applications [13], [14]. Varioustemporal logics. Even here there is much choice. Examples
combinations of temporal and spatial modal logic have alseclude MTL [19], RTTL [30], MITL [2] and TPTL [3].
been proposed and given solid theoretical foundations [1§e look here at our own new variation on TPTL which we
Recent suggestions for using spatial-temporal combinatioga)l TRTL (for timed real-time temporal logic). By allowing
as is proposed in this paper, include geographical reasoningestricted variability of environmental propositions in real-
[15], distributed systems [32], and traffic monitoring [4].  time, it imposes minimal assumptions on the behaviour of
Some of the main reasoning tasks we will need to undertaikeerest.
(eventually) aremodel-checking12] of an implementation  We will evaluate TRTL expressions on models which have
against a logic specificatiorsynthesig34] of an implemen- a non-negative real numbeﬂgﬁ)r flow of time and allow
tation from a specification, or dire@xecutionof the logic propositions from a seAP of atomic propositions to vary
[6]. in their truth values without restriction over time. We use a
valuationh : AP — p(R]) to specify the truth value. In
particular, for anyp € AP, h(p) C R is just the set of time
. points at whichp is true.
A sensor network is a set of nodes located in a Spat'a|8yntactically, fix the seAP of atomic propositions and a

landscape, each sensing and actuating events in its loggfoint setCV of clock variables. The formulas of TRTL are
environment over time. In this way, a sensor network collect§ , defined by

a set of events over time and space. An event is characterised
by its type, its time of occurrence, and one or more value a = plag A ag|—ag|agUas|ag Sas|z.aq |z ~ ¢
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wherep € AP, z € CV, ¢ is a rational number and€ {= B. Spatial Situations

F <S> > Let us now move to consider the other, spatial, dimension

We allow standard classical abbreviations such &% situations. There are many quite different options here.
true, false A, —, < and the usual temporal logic abbreviaThe purpose-built modal logics for spatial representation and

tions Fa = trueUa, F.a=aV Fa, Ga = -F-a, G_a = reasoning include compass logic [43] and variations (eg RCCS8,
a A Ga, Pa = trueSa, P_.a = a V Pa, Hao = -P-«a, BRCC-8)on encoding the Region Connection calculus of [35].
H_oa=aAHa, Ka=HaAaAGa. These can also be further encoded into more traditional logics

i 4 Si h Ll ! logi such as Lewis’s modal logi€4,, [15]. There are also possible
Until U and SincesS are the usual linear temporal logicy, . s of ysing epistemic logic [14] to model sensor nodes as
operators. They are tharict versions which are the right ones,_ ants which reflect on the “knowledge” of themselves and
to use in dense time [38]: the non-strict versions of until a her nodes

since, which are usually seen in the context of discre_te time-l-he simple approach we use here is just adequate to capture
flows, depend on the current time to determine their tUfle e hop neighbour relation. We introduce first a purely

values. The pa_st operator "Since” is _use_d as 't. allows MOLGatial modal logic without a temporal dimension. We treat
natural expression of common properties in requirements [2 e various nodes as possible worlds in a traditional Kripke

A clock variablex € CV holds a real number value at eacistructure. Give the modality) this one-hop relation as its
time point. Normally this advances in tune with time. Howevegccessibility relation and also use a universal moddlityo
evaluation of the expressiana will reset to thex clock to give access to all existing nodes. For example,
zero. The propositions of the form ~ ¢ allows simple tests o 0
on the current value of. In defining the semantics, to aid us in (0p — Ug)
determining the current readings of clocks we record their tingRnotes that every node which has at least one immediate
of being reset, or zero time, and do a subtraction. The clogkighbour having the property (= danger say), also has all

zeroes are given by a map: CV — R. Note that using the of its immediate neighbours having propeity= alerted say).
past-time operato$ in combination with clock variable resets

will allow the variables to hold negative readings. C. Combined Situations

More formal_ly the semantics requ_ire; truth ,Of formulas to The theoretical foundations for the process of combining
ble ivaluateq in models, at a certain _}_'fmﬁ’ \]:wth al record i oral, spatial and other modal logics is a well-established
clock zero t|mes;r\{Ve r\l/vnteM,%t Eai t+e ormu_aha k:S one [15], [37], [39]. Powerful techniques exist but also some
true at timet € Ry in the structureM! = (Rg, <, h) with the open problems. However, there has been little investigation

. + . . . .
current clock zeros : CV — Ry This is defined recursively q¢ b tical applications of temporal-spatial logics in contexts

by: such as sensor network design and verification.
To combine TRTL and our simple one-hop spatial logic
M,v,tEp iff ¢t e h(p), for anyp € AP we use straightforward cartesian product semantics [15]. This
M,~,t E -« iff M,y t}Ea allows us to specify quite a reasonable range of properties
M,yv,tEanp iff M~ytEaoandM,v,tE=p about our sensor network evolving over time. As an example
M,yv,tEaUp iff Js>t.M,v,s k= and consider the combined temporal-spatial formula
Vu ift<u<s
then M, ~,u = G_M(Qz.danger — F(Oalerted A (xz < 2)))
M,y,tfFaSB iff 3Is<t scRg and This says that at all times, at all nodes, if at least one
M,v,s |= 3 and immediate neighbour of a node senses danger then, within
Vo, if s <u <t 2 seconds, all of that node’'s immediate neighbours will be
then M, v, u = « alerted.

M,~,t E r.« iff M,y[z—t,tEa

MytEa~e it (t—q(z)) ~ec V. IMPLEMENTING PROTOCOLS FORSITUATION

. o . DETECTION
By assuming a default initial arrangement with all clocks Situation detection protocols are programs executed on

r ime zero, wi n eval formul irectly in a model . . S
esetattime zero, we can evaluate formulas directly in a O%%nsor network nodes to identify the occurrence of situations.

((;tctr:r;?;eio)d LTert]Ze n va\e/ v;;itlii%b(? t;zr?ﬁapjvyvr;cg EaakeSA simple set of pro.gramming _p_rimitives ?s sufficient for thjs
(according to fhe definition abové) » purpose: b'rgadcastlng or receiving a ra_dlo message, (eadlng a
' sensor, writing to an actuator, setting timers, and saving data
Note that TRTL generalises TPTL (under the interval sée a log.
mantics [7]) in that its formulas can be evaluated even with In our situation requirements logic, events are represented
arbitrary behaviour by the atomic propositions. That is, therelily atomic propositions. In an implemented sensor network,
no assumption of an underlying discrete state sequence withdes sense their immediate environment, and identify events
so-called finite variability. However, state sequences can le terms of conditions on sensed values. For example, a
used if required. network node senses the current temperature of its immediate



environment at regular intervals. If a particular temperatuitall three events occur within 6 seconds, say, in the sequence
reading exceeds a threshold, a high temperature event is saiffash, noise, heat. Furthermore, noise must be no more than
have occurred at that time. In our logic events may occur at a@yseconds after flash, but heat and noise should be at least
real-valued time. In implementations, physical constraints 8fseconds apart. Between the first occurrence of flash, and 6
the environment and sensor, such as sensing periods, enfe®mgonds after any subsequent flashes 0, 1 or more explosions
temporal constraints on event occurrences, and so limit they have occurred. Whenever an explosion is detected then
number of events that may be detected in a given time intervidle node must actuate its alarm. Usually, the alarm is actuated
In order to detect situation patterns using sensor netwaakthe time an explosion is detected, that is when the heat event
nodes, we must first define a context in which to seardi the explosion occurs. Explosion detection is a complex
within the potentially huge set of events observed by eatdmporal situation, beyond the scope of most existing event
sensor network node. Examples of sensor network evedgtection systems [40], [21], [20].
include threshold conditions on sensor readings, receivingWe now show how TRTL can be used to specify explosion
radio packets, and timeout events. Thge contextof a situation requirements. There are many different ways to do
situation is given by the set of event types relevant to ithis using either past-time or future operators. Here we present
The temporal contexbf a situation, also called itéfespan a few of these options.
is initiated by a particular type of event from the type context, Let f, n, h be atomic propositions indicating the occurrence
and terminated a fixed interval of time after initiation, or byf flash, noise, heat events respectively. The start of an
another event. explosion pattern is represented by propositioand the end
Given type and temporal contexts for a situation, a detectiofi an explosion pattern by propositienindicating an alarm
protocol first collects a set of candidate events from obseravent. Letx, y, and z be clocks. First we want a declarative
tions of a node over time. The set of candidate events is théefinition of an explosion, so we want to say that proposition
tested in order to determine whether a situation has occurret true exactly at the same time as any flash which is part of
or not. the specified arrangement of some flash, noise, heat sequence.
Sensor network nodes detect a situation by performing th
following tasks:
1) Await the start event for the situation; This formula is read: always; is true when and only when,
2) Set atimer to terminate the collection of situation eventa;flash event occurs and cloakis reset, and in the future a
3) Collect, filter and log situation events offered by th@oise event occurs, clockis reset, and clock is at most 2,

8':(6H(x.f/\F(y.n/\x§2/\F(h/\x§6/\y23))))

environment until the situation timer expires; and further in the future, a heat event occurs at which time
4) Whenever relevant, check whether the events collecteldck x is at most 6 and clocly is at least 3. Note that it
so far satisfy the situation, is quite possible for instants of noise and heat to be part of

5) Notify applications whenever a situation is detected. several explosion sequences.
Candidate events need to be logged because, in general0 take us closer to an implementation we might want
detecting temporal situations requires backtracking througH specify a detection event occurring at a time when it is
set of previously observed events to check whether a valiggnporally possible for an explosion to be detected and the

constraints are satisfied. alarm sounded, that is at the end of an explosion pattern. This
specification suggests a way to test for explosions by searching
V1. SITUATION EXAMPLES back through past events whenever a heat event is observed.

In this section we show how our programming framework Qf},(a o (2hAP(ynAz < —3AP(fAz > —6Ay > —2))))
situation requirements logic and situation detection protocols - - -

can be used model two benchmark situation detection prob-This formula is read: always, alarm propositionis true
lems from the literature: explosions [21], [20] and contourghen and only when, a heat event occurs and clockreset,

[42]. and in the past a noise event occurred, clpakas reset, and
clock z was no more than -3, and further in the past, a flash
A. Explosion Detection event occurred at which time clockwas at least -6 and clock

is at least -2.
Considerations of proof theory for TRTL are beyond the
cope of this paper but straightforward semantic reasoning

h independently observing and reporting explosi Lves us the sanity check that the following is a valid con-
scape, eac ‘ependently 0bserving and rep g exp eauence of the two specifications, capturing the temporal
in its local environment. Each node is equipped with thre

. felations that hold between the alarm and explosion start
sensors: light, sound and temperature, and one actuator: a

larm. A flash event is defined to have occurred whene é)rrg'positions: ife is true thera is also true at most 6 seconds
aiarm. Sh eV IS ! v urred WNENeVer the future and ifa is true thene must have been true at
the light sensor returns an above threshold value. S|m|lar)¥

an above threshold sound reading in@seevent, and above 0st 6 seconds previously.

threshold temperature reading isaatevent. G_(w.e — Fla A (w < 6)))
Nodes log flash, noise and heat events, and the time at which

each occurs. The occurrence of an explosion can be deduced G=(u.a — P(e A (u> —6)))

Consider the problem of detecting an explosion and raisiﬂg
an alarm [21], [20]. A sensor network scenario for explosio
detection is a collection of identical nodes located in a lan



isactive=false;
loop {
await event.type IN
< flash, noise, heat >;

(noise,1), (noise,2), (heat,3), (heat,4). Of the four possible
combinations of flash, noise, and heat from this sequence,
only (flash,0),(noise,2),(heat,4) satisfies the explosion situa-
tion requirements. The other possible combinations, such as
(flash,0),(noise,1),(heat,4), do not satisfy the requirements.

In the pseudo-code of Figure 1, all flash, noise and heat
events within an active lifespan are logged. There are, however,
a number of additional checks that could be made before
logging an event. For example, events need only be stored
in the log until they are 6 seconds old, and noise events need

/I initiate lifespan(s) and log events
if (event.type==flash) {

log(event);

isactive = true;

stoptime = now + 6 seconds

} not be logged unless there is already a flash event within the
if (eventtype==noise) and (isactive) { previous 2. _seconds, and a similar condi.tion .for heat. events.

Iog(evént)' Such conditions can be Qerlved from thg situation requirements
} ’ formulae, and so used in the synthesis of situation detection

protocols.

The protocol checks for a possible explosion whenever a
heat event occurs whilst the explosion lifespan is active. If
an explosion has occurred then the node actuates its alarm by
signalling that the situation has been detected.

if (event.type==heat) and (isactive) {
log(event);
/I actuate the alarm if
/I an explosion has occurred
if (isexplosion(log,now)) {

signal(explosion,now); B. Contour Detection
} Spatial situations require a group of nodes to cooperate in
} order to detect an event pattern of interest. A typical example
of a spatial situation is contour detection [42]: the process
/I terminate lifespan of discovering isolines in a field of sensor readings across a
if (stoptime<=now) { landscape. In particular, we are interested in identifying the set
isactive = false; of nodes for which the detecting node has a high range sensor
} reading, and at least one of its neighbours has a low range
} reading. The set of all these falling gradient pairs identifies
contours in the sensor field.
boolean isexplosion(log,now) { The sensor network scenario for contour detection is a set
exists fe, ne, he IN log. of nodes placed across a landscape, each equipped with a
fe.type==flash and sensor, say temperature, for reading its local environment, as
ne.type==noise and well as a radio for transmitting and receiving messages to
he.type==heat and its immediate neighbours. Again we use thresholds to define
he.time==now and events: the low event is said to occur whenever the sensor
he.time-fe.time<=6 and reading is below a given threshold, and the high event for
he.time-ne.time>=3 and readings above another threshold. Nodes broadcast messages
ne.time-fe.time<=2 to their neighbours periodically to communicate their own
} state. When a node detects that it is on a contour, it signals
this event, for example, by transmitting a contour message.
Fig. 1. Pseudo Code for Explosion Detection The situation requirement for contour detection can be

specified in our simple temporal-spatial bi-modal logic: the
combination of TRTL and the one-hop spatial logic. Let
Figure 1 shows pseudo-code for a situation detection prigigh, low and contour be atomic propositions representing
tocol that satisfies the explosion situation requirements. Stise occurrence of a high or low sensed event and contour
uation detection on any node is triggered by an initiatiosletection, respectively. The requirement states that, eventually,
event, a flash, and terminates 6 seconds afterwards. Sinceahy node knows that it is on a contour if and only if that node
termination timer is reset whenever a flash event occurs, thas a high reading and at least one of its immediate neighbours
situation detection protocol may run indefinitely. This protocdias a low reading.
will detect overlapping explosions. It will sound the alarm )
whenever at least one explosion pattern has occurred. It is also FB((high A Olow) < contour)
possible that there is more than one satisfying set of eventsn order to implement contour detection, nodes need to
for each reported situation. exchange state information and indicate the discovery of a
Detecting explosions requires an implementation that caontour. Nodes communicate by broadcasting messages that
backtrack through previously observed events. For examre received by their immediate neigbours. A node recognises
ple, consider the sequence of (timed) observations: (flash Bt at least one of its neigbours has a low reading when it



isactive=false;
loop {
await event.type IN
< sensehigh, senselow, lowmsg >;

« executable situation detection protocols;

« preliminary verification of properties of situation require-

ments.

We plan to address a number of open questions in our
future work including: the extension of spatial logic beyond
single-hop relations; a proof system for TRTL; synthesis
(semi-automatic) of situation detection protocols from re-

stoptime = now + 60 seconds guirements; extensions to make spatia!-temp_ora_l requirements

mySense = high: more readable for non-experts; and investigation of robust
} situation .det_ection for d.ifferent sensor network topologies and
communication properties.

/I initiate lifespan(s)
if (event.type==sensehigh) {
isactive = true;

/Inotify neighbours if sensor is low

if (event.type==senselow) { REFERENCES
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