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Abstract— User requirements for sensor network applications
can be expressed as spatial and temporal constraints on the events
observed by sensor network nodes. In this paper a novel logic
is introduced for expressing such sensor network requirements.
The bi-modal requirements logic is based on timed propositional
temporal logic and a one-hop spatial modal logic. The logic is
used for expressing sensor network requirements, called spatial-
temporal situations. In order to detect the occurrence of spatial-
temporal situations in a sensor network, we also propose imple-
mentation protocols that run on sensor nodes, filtering events
and searching for required properties. The feasibility of spatial-
temporal situations and situation detection for sensor network
programming is illustrated by two examples: a temporal situation
for recognising the occurrence of an explosion, and a spatial
situation for detecting contours in a sensor node field.

I. I NTRODUCTION

Wireless sensor network technology promises systems of
thousands of low power, low cost, wireless nodes that can
monitor and act upon their environment, be it a natural
landscape or agricultural setting, factory, warehouse, home,
or hospital. However, realising systems that meet this promise
is currently constrained by the lack of an effective method
for programming large scale sensor networks. There is a
significant gap between the goals of sensor network users,
and the realisation of those goals as sensor network programs.
Current methods for programming sensor networks are based
on traditional distributed systems paradigms: a network is
programmed to provide a general purpose data logging and
data collection system, and off-line support is provided for
the analysis of gathered data [11]. But this per-node approach
is too low level for the convenient development of sensor net-
work programs, and as a consequence, such sensor networks
suffer from inefficiencies, and failure to function correctly.

If, instead, we consider a user’s view of a sensor network,
we find goals based on temporal and spatial requirements. For
example, a typical user requirement is “if chemical levels or
temperatures exceed safe thresholds for at least 30 percent
of available measurements in room 1.20 within a period of
15 minutes, then activate the extraction fan and sound an
alarm for that room”. This type of requirement goal captures
both spatial (e.g. in room 1.20) and temporal (e.g. within
15 minutes) constraints.Situation requirementsdefine user
goals in terms of temporal and spatial constraints on the
events observed by sensor network nodes. We introduce a new
logic for expressing situation requirements, that is based on

existing spatial and temporal modal logics.Situation detection
protocolsare sensor network programs for identifying when a
situation has occurred. We are working towards a requirements
logic and detection protocols that share a model, since then
we can verify that a detection protocol satisfies users’ situation
requirements.

There are many advantages to the logic-based approach for
programming sensor networks that are not provided by existing
imperative language solutions:

• our situation requirements logic and situation detection
protocols address both temporal and spatial aspects of
sensor network requirements, where existing languages
address only one aspect;

• we can often take situation requirements formulae di-
rectly from users’ stated goals for sensor network be-
haviour and so can more easily see the correctness of
requirements;

• situation detection protocols can be verified to check for
desired properties;

• situation requirements can be used as a basis for synthe-
sizing a system to meet a given specification.

The main contribution of this paper is a framework for
situation programming in sensor networks. A new logic, timed
real-time temporal logic (TRTL), a variant of timed proposi-
tional temporal logic (TPTL), is used for expressingtemporal
situation requirements. A combination logic using TRTL and
a one-hop spatial logic is used to expressspatial situation
requirements. Situation detectionprotocols are specified in
pseudo-code.

We illustrate the effectiveness of this framework with two
examples from the literature: a temporal situation for recog-
nising the occurrence of an explosion [20], [21], and a spatial
situation for detecting contours in a sensor landscape [42].

II. RELATED WORK

There have been a number of high level programming
primitives proposed for sensor networks including temporal
situations [20], abstract regions [42], [25], abstract channels
[41], data base abstractions [27] and virtual machine program-
ming languages [22], [41]. SENSID is a middleware system
for programming temporal situations on sensor network nodes
[20]. EnviroSuite [25] provides an object-oriented model that
can encode spatial abstractions on events within a group of
nodes. Abstract regions provides an interface for programming
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spatial requirements. Kairos is a global macroprogramming
model for sensor networks [16]. Kairos provides abstrac-
tions for node lists, neighbour lists and remote data access
for shared variables. A rule-based language provides static
scheduling of periodic tasks, and a channel abstraction for
shared variable communication [41]. Each of these techniques
focus on protocol implementation issues; they have limited
support for defining requirements. Further, existing languages
support either temporal or spatial situations but not both.
Our framework addresses the problem of expressing situation
requirements in a logic, and implementing protocols that
satisfy both temporal and spatial aspects of users’ goals for
sensor network programs.

Temporal logic has long been one of the most popular
methods of presenting formal specifications for computing ap-
plications including hardware, software, communication pro-
tocols, distributed systems, databases and multi-agent systems
[5], [28]. The original applications were for simple step-by-
step computations and work with a propositional linear time
temporal logic (PLTL) over a countable discrete model of time
0, 1, 2,.... [33]. Sensor network applications, however, typically
interact with continuous-valued environments and have a large
and indefinite number of nodes working in parallel. For such
systems, real-time models of time are more appropriate [18],
[9]. In (propositional) real-time temporal logic [36] we assume
that each of a set of atomic propositions is true or false at each
point of a dense linear flow of time (such as the real numbers
or rationals). Fortunately, recent advances [38] show that real-
time is no more difficult to reason with than discrete time.

As in many other applications of complex systems from
safety critical systems [31] to multimedia specifications [8],
timing or metric considerations are important in sensor net-
work specifications. A good account of this so-called real-time
logic area appears in [3] and more recent work is reported in
[17], [26], [7]. The formulaG=(x.p → F (q ∧ x ≤ 1)) of the
logic TPTL [3], for example, can express that everyp-state is
followed by aq-state in at most one unit of time.

Combinations of temporal logic with other modal logics
such as deontic and epistemic logic have been used success-
fully in a wide variety of applications [13], [14]. Various
combinations of temporal and spatial modal logic have also
been proposed and given solid theoretical foundations [15].
Recent suggestions for using spatial-temporal combinations,
as is proposed in this paper, include geographical reasoning
[15], distributed systems [32], and traffic monitoring [4].

Some of the main reasoning tasks we will need to undertake
(eventually) aremodel-checking[12] of an implementation
against a logic specification,synthesis[34] of an implemen-
tation from a specification, or directexecutionof the logic
[6].

III. S ITUATIONS IN SENSORNETWORKS

A sensor network is a set of nodes located in a spatial
landscape, each sensing and actuating events in its local
environment over time. In this way, a sensor network collects
a set of events over time and space. An event is characterised
by its type, its time of occurrence, and one or more value

attributes. For example, a high temperature event occurs when
any reading is above 37 degrees. A reading of 40 degrees
Celsius, observed at 1300 hours, is represented by evente
with e.type = hightemp, e.time = 1300, ande.value = 40.
The transmission or reception of a radio packet is also a type
of event.

A situation is a pattern on a set of events. Situations, first
defined for active databases [1], provide a natural way for
sensor network users to describe their goals [20]. For example,
“at least 50% of nodes in a given region detect temperature
above a threshold”, or “within a period of 12 hours, soil
moisture decreases and no rainfall events are detected”.

Situation requirementsdefine patterns on sets of events;
they can be defined formally using a combined temporal
and spatial logic. The neighbour relation, defined by wireless
broadcast messages for communication between sensor nodes,
is represented by the next node operator of spatial logic .
Temporal relationships between events, both packet reception
and sensor readings, are specified using temporal logic clocks.
Situation detection protocolsare the programs executed on
each node in the network in order to recognise and report
the occurrence of a given situation. The following sections
describe our combined temporal spatial logic for situation
requirements, and implementations of detection protocols.

IV. SITUATION REQUIREMENTSLOGIC

Situations generally involve a combination of spatial and
temporal aspects. We first look just at the temporal aspect.

A. Temporal Situations

In specifying temporal behaviour, there is a variety of
formalisms including a wide variety of temporal logics. The
more expressive logics tend to be less amenable to human or
automated reasoning as they may have undecidable decision
problems or be unaxiomatizable. As many typical sensor spec-
ifications involve specific durations, a reasonably expressive
but manageable approach here is to use propositional metric
temporal logics. Even here there is much choice. Examples
include MTL [19], RTTL [30], MITL [2] and TPTL [3].
We look here at our own new variation on TPTL which we
call TRTL (for timed real-time temporal logic). By allowing
unrestricted variability of environmental propositions in real-
time, it imposes minimal assumptions on the behaviour of
interest.

We will evaluate TRTL expressions on models which have
a non-negative real numbersR+

0 flow of time and allow
propositions from a setAP of atomic propositions to vary
in their truth values without restriction over time. We use a
valuation h : AP → ℘(R+

0 ) to specify the truth value. In
particular, for anyp ∈ AP, h(p) ⊆ R+

0 is just the set of time
points at whichp is true.

Syntactically, fix the setAP of atomic propositions and a
disjoint setCV of clock variables. The formulas of TRTL are
all α defined by

α ::= p|α1 ∧ α2|¬α1|α1Uα2|α1Sα2|x.α1|x ∼ c
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wherep ∈ AP, x ∈ CV, c is a rational number and∼∈ {=
, 6=, <,≤, >,≥}.

We allow standard classical abbreviations such as
true, false,∧,→,↔ and the usual temporal logic abbrevia-
tions Fα ≡ trueUα, F=α ≡ α ∨ Fα, Gα ≡ ¬F¬α, G=α ≡
α ∧ Gα, Pα ≡ trueSα, P=α ≡ α ∨ Pα, Hα ≡ ¬P¬α,
H=α ≡ α ∧Hα, Kα ≡ Hα ∧ α ∧Gα.

Until U and SinceS are the usual linear temporal logic
operators. They are thestrict versions which are the right ones
to use in dense time [38]: the non-strict versions of until and
since, which are usually seen in the context of discrete time
flows, depend on the current time to determine their truth
values. The past operator “Since” is used as it allows more
natural expression of common properties in requirements [24].

A clock variablex ∈ CV holds a real number value at each
time point. Normally this advances in tune with time. However,
evaluation of the expressionx.α will reset to thex clock to
zero. The propositions of the formx ∼ c allows simple tests
on the current value ofx. In defining the semantics, to aid us in
determining the current readings of clocks we record their time
of being reset, or zero time, and do a subtraction. The clock
zeroes are given by a mapγ : CV → R+

0 . Note that using the
past-time operatorS in combination with clock variable resets
will allow the variables to hold negative readings.

More formally the semantics requires truth of formulas to
be evaluated in models, at a certain time, with a record of
clock zero times. We writeM, γ, t |= α iff the formula α is
true at timet ∈ R+

0 in the structureM = (R+
0 , <, h) with the

current clock zerosγ : CV → R+
0 . This is defined recursively

by:

M, γ, t |= p iff t ∈ h(p), for any p ∈ AP
M, γ, t |= ¬α iff M, γ, t 6|= α
M, γ, t |= α ∧ β iff M, γ, t |= α andM,γ, t |= β
M, γ, t |= αUβ iff ∃ s > t.M, γ, s |= β and

∀ u, if t < u < s
thenM, γ, u |= α

M, γ, t |= αSβ iff ∃ s < t. s ∈ R+
0 and

M, γ, s |= β and
∀ u, if s < u < t
thenM, γ, u |= α

M, γ, t |= x.α iff M, γ[x 7→ t], t |= α
M, γ, t |= x ∼ c iff (t− γ(x)) ∼ c

By assuming a default initial arrangement with all clocks
reset at time zero, we can evaluate formulas directly in a model
(at time zero). LetZ : CV → R+

0 be the map which makes
eachZ(x) = 0. Then we writeM, 0 |= α iff M,Z, 0 |= α
(according to the definition above).

Note that TRTL generalises TPTL (under the interval se-
mantics [7]) in that its formulas can be evaluated even with
arbitrary behaviour by the atomic propositions. That is, there is
no assumption of an underlying discrete state sequence with
so-called finite variability. However, state sequences can be
used if required.

B. Spatial Situations

Let us now move to consider the other, spatial, dimension
of situations. There are many quite different options here.
The purpose-built modal logics for spatial representation and
reasoning include compass logic [43] and variations (eg RCC8,
BRCC-8) on encoding the Region Connection calculus of [35].
These can also be further encoded into more traditional logics
such as Lewis’s modal logicS4u [15]. There are also possible
ways of using epistemic logic [14] to model sensor nodes as
agents which reflect on the “knowledge” of themselves and
other nodes.

The simple approach we use here is just adequate to capture
the one-hop neighbour relation. We introduce first a purely
spatial modal logic without a temporal dimension. We treat
the various nodes as possible worlds in a traditional Kripke
structure. Give the modality♦ this one-hop relation as its
accessibility relation and also use a universal modality¥ to
give access to all existing nodes. For example,

¥(♦p → ¤q)

denotes that every node which has at least one immediate
neighbour having the propertyp (= danger say), also has all
of its immediate neighbours having propertyq (= alerted say).

C. Combined Situations

The theoretical foundations for the process of combining
temporal, spatial and other modal logics is a well-established
one [15], [37], [39]. Powerful techniques exist but also some
open problems. However, there has been little investigation
of practical applications of temporal-spatial logics in contexts
such as sensor network design and verification.

To combine TRTL and our simple one-hop spatial logic
we use straightforward cartesian product semantics [15]. This
allows us to specify quite a reasonable range of properties
about our sensor network evolving over time. As an example
consider the combined temporal-spatial formula

G=¥(♦x.danger → F (¤alerted ∧ (x ≤ 2)))

This says that at all times, at all nodes, if at least one
immediate neighbour of a node senses danger then, within
2 seconds, all of that node’s immediate neighbours will be
alerted.

V. I MPLEMENTING PROTOCOLS FORSITUATION

DETECTION

Situation detection protocols are programs executed on
sensor network nodes to identify the occurrence of situations.
A simple set of programming primitives is sufficient for this
purpose: broadcasting or receiving a radio message, reading a
sensor, writing to an actuator, setting timers, and saving data
to a log.

In our situation requirements logic, events are represented
by atomic propositions. In an implemented sensor network,
nodes sense their immediate environment, and identify events
in terms of conditions on sensed values. For example, a
network node senses the current temperature of its immediate
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environment at regular intervals. If a particular temperature
reading exceeds a threshold, a high temperature event is said to
have occurred at that time. In our logic events may occur at any
real-valued time. In implementations, physical constraints of
the environment and sensor, such as sensing periods, enforce
temporal constraints on event occurrences, and so limit the
number of events that may be detected in a given time interval.

In order to detect situation patterns using sensor network
nodes, we must first define a context in which to search
within the potentially huge set of events observed by each
sensor network node. Examples of sensor network events
include threshold conditions on sensor readings, receiving
radio packets, and timeout events. Thetype contextof a
situation is given by the set of event types relevant to it.
The temporal contextof a situation, also called itslifespan,
is initiated by a particular type of event from the type context,
and terminated a fixed interval of time after initiation, or by
another event.

Given type and temporal contexts for a situation, a detection
protocol first collects a set of candidate events from observa-
tions of a node over time. The set of candidate events is then
tested in order to determine whether a situation has occurred
or not.

Sensor network nodes detect a situation by performing the
following tasks:

1) Await the start event for the situation;
2) Set a timer to terminate the collection of situation events;
3) Collect, filter and log situation events offered by the

environment until the situation timer expires;
4) Whenever relevant, check whether the events collected

so far satisfy the situation,
5) Notify applications whenever a situation is detected.

Candidate events need to be logged because, in general,
detecting temporal situations requires backtracking through a
set of previously observed events to check whether a value
constraints are satisfied.

VI. SITUATION EXAMPLES

In this section we show how our programming framework of
situation requirements logic and situation detection protocols
can be used model two benchmark situation detection prob-
lems from the literature: explosions [21], [20] and contours
[42].

A. Explosion Detection

Consider the problem of detecting an explosion and raising
an alarm [21], [20]. A sensor network scenario for explosion
detection is a collection of identical nodes located in a land-
scape, each independently observing and reporting explosions
in its local environment. Each node is equipped with three
sensors: light, sound and temperature, and one actuator: an
alarm. A flash event is defined to have occurred whenever
the light sensor returns an above threshold value. Similarly,
an above threshold sound reading is anoiseevent, and above
threshold temperature reading is aheatevent.

Nodes log flash, noise and heat events, and the time at which
each occurs. The occurrence of an explosion can be deduced

if all three events occur within 6 seconds, say, in the sequence
flash, noise, heat. Furthermore, noise must be no more than
2 seconds after flash, but heat and noise should be at least
3 seconds apart. Between the first occurrence of flash, and 6
seconds after any subsequent flashes 0, 1 or more explosions
may have occurred. Whenever an explosion is detected then
the node must actuate its alarm. Usually, the alarm is actuated
at the time an explosion is detected, that is when the heat event
of the explosion occurs. Explosion detection is a complex
temporal situation, beyond the scope of most existing event
detection systems [40], [21], [20].

We now show how TRTL can be used to specify explosion
situation requirements. There are many different ways to do
this using either past-time or future operators. Here we present
a few of these options.

Let f, n, h be atomic propositions indicating the occurrence
of flash, noise, heat events respectively. The start of an
explosion pattern is represented by propositione and the end
of an explosion pattern by propositiona indicating an alarm
event. Letx, y, andz be clocks. First we want a declarative
definition of an explosion, so we want to say that proposition
e is true exactly at the same time as any flash which is part of
the specified arrangement of some flash, noise, heat sequence.

G=(e ↔ (x.f ∧ F (y.n ∧ x ≤ 2 ∧ F (h ∧ x ≤ 6 ∧ y ≥ 3))))

This formula is read: always,e is true when and only when,
a flash event occurs and clockx is reset, and in the future a
noise event occurs, clocky is reset, and clockx is at most 2,
and further in the future, a heat event occurs at which time
clock x is at most 6 and clocky is at least 3. Note that it
is quite possible for instants of noise and heat to be part of
several explosion sequences.

To take us closer to an implementation we might want
to specify a detection event occurring at a time when it is
temporally possible for an explosion to be detected and the
alarm sounded, that is at the end of an explosion pattern. This
specification suggests a way to test for explosions by searching
back through past events whenever a heat event is observed.

G=(a ↔ (z.h∧P (y.n∧z ≤ −3∧P (f∧z ≥ −6∧y ≥ −2))))

This formula is read: always, alarm propositiona is true
when and only when, a heat event occurs and clockz is reset,
and in the past a noise event occurred, clocky was reset, and
clock z was no more than -3, and further in the past, a flash
event occurred at which time clockz was at least -6 and clock
y is at least -2.

Considerations of proof theory for TRTL are beyond the
scope of this paper but straightforward semantic reasoning
gives us the sanity check that the following is a valid con-
sequence of the two specifications, capturing the temporal
relations that hold between the alarm and explosion start
propositions: ife is true thena is also true at most 6 seconds
in the future and ifa is true thene must have been true at
most 6 seconds previously.

G=(w.e → F (a ∧ (w ≤ 6)))

G=(u.a → P (e ∧ (u ≥ −6)))
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isactive=false;
loop {

await event.type IN
< flash, noise, heat >;

// initiate lifespan(s) and log events
if (event.type==flash) {

log(event);
isactive = true;
stoptime = now + 6 seconds

}

if (event.type==noise) and (isactive) {
log(event);

}

if (event.type==heat) and (isactive) {
log(event);
// actuate the alarm if
// an explosion has occurred
if (isexplosion(log,now)) {

signal(explosion,now);
}

}

// terminate lifespan
if (stoptime<=now) {

isactive = false;
}

}

boolean isexplosion(log,now) {
exists fe, ne, he IN log.

fe.type==flash and
ne.type==noise and
he.type==heat and
he.time==now and
he.time-fe.time<=6 and
he.time-ne.time>=3 and
ne.time-fe.time<=2

}

Fig. 1. Pseudo Code for Explosion Detection

Figure 1 shows pseudo-code for a situation detection pro-
tocol that satisfies the explosion situation requirements. Sit-
uation detection on any node is triggered by an initiation
event, a flash, and terminates 6 seconds afterwards. Since the
termination timer is reset whenever a flash event occurs, the
situation detection protocol may run indefinitely. This protocol
will detect overlapping explosions. It will sound the alarm
whenever at least one explosion pattern has occurred. It is also
possible that there is more than one satisfying set of events
for each reported situation.

Detecting explosions requires an implementation that can
backtrack through previously observed events. For exam-
ple, consider the sequence of (timed) observations: (flash,0),

(noise,1), (noise,2), (heat,3), (heat,4). Of the four possible
combinations of flash, noise, and heat from this sequence,
only (flash,0),(noise,2),(heat,4) satisfies the explosion situa-
tion requirements. The other possible combinations, such as
(flash,0),(noise,1),(heat,4), do not satisfy the requirements.

In the pseudo-code of Figure 1, all flash, noise and heat
events within an active lifespan are logged. There are, however,
a number of additional checks that could be made before
logging an event. For example, events need only be stored
in the log until they are 6 seconds old, and noise events need
not be logged unless there is already a flash event within the
previous 2 seconds, and a similar condition for heat events.
Such conditions can be derived from the situation requirements
formulae, and so used in the synthesis of situation detection
protocols.

The protocol checks for a possible explosion whenever a
heat event occurs whilst the explosion lifespan is active. If
an explosion has occurred then the node actuates its alarm by
signalling that the situation has been detected.

B. Contour Detection

Spatial situations require a group of nodes to cooperate in
order to detect an event pattern of interest. A typical example
of a spatial situation is contour detection [42]: the process
of discovering isolines in a field of sensor readings across a
landscape. In particular, we are interested in identifying the set
of nodes for which the detecting node has a high range sensor
reading, and at least one of its neighbours has a low range
reading. The set of all these falling gradient pairs identifies
contours in the sensor field.

The sensor network scenario for contour detection is a set
of nodes placed across a landscape, each equipped with a
sensor, say temperature, for reading its local environment, as
well as a radio for transmitting and receiving messages to
its immediate neighbours. Again we use thresholds to define
events: the low event is said to occur whenever the sensor
reading is below a given threshold, and the high event for
readings above another threshold. Nodes broadcast messages
to their neighbours periodically to communicate their own
state. When a node detects that it is on a contour, it signals
this event, for example, by transmitting a contour message.

The situation requirement for contour detection can be
specified in our simple temporal-spatial bi-modal logic: the
combination of TRTL and the one-hop spatial logic. Let
high, low and contour be atomic propositions representing
the occurrence of a high or low sensed event and contour
detection, respectively. The requirement states that, eventually,
any node knows that it is on a contour if and only if that node
has a high reading and at least one of its immediate neighbours
has a low reading.

F¥((high ∧ ♦low) ↔ contour)

In order to implement contour detection, nodes need to
exchange state information and indicate the discovery of a
contour. Nodes communicate by broadcasting messages that
are received by their immediate neigbours. A node recognises
that at least one of its neigbours has a low reading when it
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isactive=false;
loop {

await event.type IN
< sensehigh, senselow, lowmsg >;

// initiate lifespan(s)
if (event.type==sensehigh) {

isactive = true;
stoptime = now + 60 seconds
mySense = high;

}

//notify neighbours if sensor is low
if (event.type==senselow) {

broadcast(lowmsg,myID);
}

//detect falling contours
if (event.type==lowmsg) and (isactive) {

if (mySense==high) {
hisID = event.value;
signal(countour,

myID, hisID, now);
}

}

// terminate lifespan
if (stoptime<=now) {

isactive = false;
}

}

Fig. 2. Pseudo Code for Contour Detection

receives alow message. A node indicates the occurrence of a
falling contour by signalling that a contour has been detected.

Figure 2 shows pseudo-code for a detection protocol to
run on each node in a sensor network. The type context
for this situation has three types of event:sensehigh and
senselow capture sensor readings above or below critical
thresholds andlowmsg denotes the reception of a broadcast
radio message from a neighbouring node. Nodes may receive
such messages from more than one neighbour during the 60
seconds (say) after detecting a high sensor reading. Each node
knows its unique identifier,myID, and uses a local variable,
mySense, to remember its most recent sensor reading.

VII. C ONCLUSION

In this paper, we have demonstrated the feasibility of sensor
network programming using situations. We have provided a
new framework for high level programming consisting of,

• situation requirements logic: a new temporal logic, timed
real-time temporal logic (TRTL), a variant of timed
propositional temporal logic (TPTL), for expressingtem-
poral situation requirements;

• a combination of TRTL and a one-hop spatial logic to ex-
pressspatial situation requirements for sensor networks;

• executable situation detection protocols;
• preliminary verification of properties of situation require-

ments.
We plan to address a number of open questions in our

future work including: the extension of spatial logic beyond
single-hop relations; a proof system for TRTL; synthesis
(semi-automatic) of situation detection protocols from re-
quirements; extensions to make spatial-temporal requirements
more readable for non-experts; and investigation of robust
situation detection for different sensor network topologies and
communication properties.
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